THREEMA2\WORK

How to Configure Threema Work
Using Applivery




Create the MDM Licenses in Threema
Work’'s Management Cockpit

Go to https://work.threema.ch/login and log in to the management cockpit.
Once logged in, select your subscription and go to “User Management.”
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e Click “Add” to start adding MDM licenses to your subscription.

e Select “License for MDM system” and enter a username and password.
The credentials will be used to transfer these licenses to Applivery.
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cancel

You can save the password in plain text or as a hash. If you choose to save it as a hash, you
will need to save the link that appears once you click “Save” as hashed passwords cannot
be viewed anymore. If you save the password in plain text, the username and password
can be viewed and copied after saving by clicking the three dots at the end of the line of a
license.
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https://work.threema.ch/login

o Finally, select the number of licenses you would like to use to set up managed
devices in Applivery, and click “Save.”
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Create an App Configuration Policy
for Threema Work in Applivery

0 Log in to Applivery and proceed to “Device Management > Policies.”
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Policies are the way to share

configurations and apps across your

devices. Read more [7
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e Select “Create Policy,” pick the desired operating system, and select the Threema
Work template, which provides you with a predefined configuration policy
including the following parameters:

Configuration keys Value type Configuration value
th license username String MDMLicenseCompany
th license password String Password123!

th firstname String {{username}}

th csi String {mail}}

th safe enable Boolean True

Create policy

Platform @ Apple Android Windows

Name Threema Work app
Give aname to this policy

Templates Both i0S macOS

= - g
JAR nstall Google Workspace Suite apps C Restricted access to camera, bluetooth

and USB settings

Secure password 105 macOs Web clip 105 macos

Password strength control based on Webpages access on Home screen
OWASP guidelines

FileVault macos D Threema Work 105 [

Encryption on the contents of a volume ‘e e Deployand configure Threema Work app
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e If you selected iOS, go to “Apps,” select the Threema Work app, and click on the
settings icon at the end of the entry.

If you selected Android, go to “Apps,” and click on the Threema Work app:
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You can now edit the app configuration with the parameters listed on this page.
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For iOS, it will look like this:

Edit App
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Install mode Required for setup ‘

Select how the app is E .
presented to the device. The app will be force installed.

Configuration
Configuration dictionary for the App

th_license userna @ MDMLicenseCompany
th_license_passwe : Password123!
th_safe_enable D true

th_firstname © {{username}}

th_cst ¢ {{mailh}

+ Add property {} Define as JSON

For Android, a menu on the right side will show the available managed properties:

Policy Application X
Threema Work. For Companies ch.threema.app.work
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Q O Configured
Availability
@ nstall Type

The type of installation to perform.
FORCE INSTALLED

The app is automatically installed regardless of a set maintenance window and can't be removed &
by the user.

Disabled
Whether the app s disabled. When disabled, the app data i still preserved.

Permisissions

How to Configure Threema Work Using Applivery




0 Make sure to save the changes in the configuration and in the policy by clicking the “Save
changes” button in the menu on the left.
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As soon as you apply the policy to your devices, the configuration will be

e completed.
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