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THREEMA FOR AUTHORITIES,

ADMINISTRATIONS, AND MINISTRIES

Pioneer and Market Leader in Secure
Communication Solutions

Threema secures your communication at all levels:

Legal Compliance and Data Protection

As an independent provider with its headquarters and
servers in Switzerland, Threema complies with legal
and regulatory requirements such as the GDPR and the
Swiss Data Protection Act (FADP). To ensure full trans-
parency, the Threema apps are open source, and the
underlying cryptographic procedures are documented
in detail and regularly reviewed by external experts.
Threema protects personal data to a particularly high
degree through minimal metadata collection and anon-
ymous use of the solutions without a phone number or
email address. Chat lists and group memberships are
also not stored on the server. This prevents tracking
and profiling. The zero-knowledge architecture addi-
tionally ensures that only the users themselves have

access to their chats and data.

Ability to Communicate in Crisis Situations
Thanks to its multi-layered security measures, high
system availability, emergency broadcasts, and inde-
pendent operation (Threema OnPrem), Threema can
ensure communication with the entire workforce or
individual departments even if other channels fail or
are compromised. This allows organizations to re-

main operational and ready for action even in crisis
situations.

The secure exchange of confidential and infrastruc-
ture-critical data is fundamental to government in-
tegrity and performance. Threema offers authorities,
administrations, ministries, and other governmentin-
stitutions a communication solution for fast and effi-
cient exchange of information while meeting the
highest data protection and security standards. The
Threema Work and Threema OnPrem solutions were
developed specifically for this purpose:

THREEMA2WORK THREEMA2ONPREM

Easy Usability and Integration

Threema can be seamlessly integrated into existing IT
systems via interfaces (e.g., Entra ID connection) and
APIs. In addition, the Threema apps are intuitive to use
and offer all the necessary business functions. This en-
sures high acceptance among staff and prevents the use
of unauthorized, insecure services (keyword: shadow IT).

Whitelabeling

The Threema OnPrem app can be customized with the
customer's corporate design to strengthen identifica-
tion with the authority or organization - ideal for distin-

guishing it from conventional messengers.

Full Control over Communication

Threema enables centralized, granular user manage-
ment and comprehensive rights management. In the
management cockpit, app settings can be adjusted for
all or specific users, and functions can be deactivated
as needed. In addition, communication can be restrict-
ed to internal contacts. This ensures that only author-

ized individuals have access to sensitive and confiden-
tial content.




Protection Against Cyberattacks

and Espionage

Threema protects your sensitive content from manip-
ulation and espionage through consistent end-to-end
encryption - even in groups, during calls, and when
transferring files - as well as Perfect Forward Secrecy
(PFS) in the mobile app. Visible verification levels pro-
vide additional proof of whether a contact is trustwor-
thy, and the exchange of information can be restricted
to contacts within your organization. The new DualLock
feature in Threema OnPrem, which will be available
soon, is unique worldwide: it allows app access to be
centrally blocked on lost or stolen devices.

Whether as SaaS or self-hosted, Threema offers the ideal solution
for ensuring secure and protected communication.

Saas
FROM EUR 3.00

monthly, per user

—> TRY FOR FREE

THREEMA2WORK

Bavarian State Ministry of CEISP
Justice

Integration of All Necessary Recipients

Threema is designed for high security in communica-
tion - regardless of the device. This favors BYOD and
the integration of mobile devices. Thanks to multi-de-
vice support, employees can use the communication
solutions both on the go via mobile device and at the
workstation on their desktops. Secure group chat
functions such as group calls or screen sharing in on-
line meetings further support communication in a pro-
fessional environment.

Ensure digital
Sovereignty:
Th!'eema offer); an
mdependent
European solution
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Switzerland

Self-hosted
ON REQUEST

— REQUEST NOW

THREEMA2ONPREM

@ / i
{k’g’
Baden-Wiirttemberg
Association of German Cities

“The main reason for choosing
Threema Work was the business
messenger’s ability to maintain IT
security and data protection.”
Klaus Zeller, System Architect

— READ NOW

“We wouldn't want to do without
Threema Work in the future, as it
provides a high level of security
for communication within the
organization.”

César M. Guzman Madruefio, Director of
the Yucatan Security Center

— READ NOW

and Towns

‘Threema Work enables excellent
coordination of events behind
the scenes.”

Timo Jung, Head of the Central Services
Department

— READ NOW

Are you looking for a secure communication solution for exchanging information -
as a central channel or as a supplementary solution?

CONTACT US:

—> SALES@THREEMA.CH C—) LEARN MORE)



mailto:sales@threema.ch
https://threema.com/en/industries/institutions/public-authorities
https://threema.com/en/clients/bayerische_justiz
https://threema.com/en/clients/state-center-for-public-security-information-ceisp
https://threema.com/en/clients/staedtetag-bw
https://work.threema.ch/en/register-and-start-trial
https://threema.com/en/business-inquiries
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